IN THE HIGH COURT OF SOUTH AFRICA
., (DURBAN AND COAST LOCAL DIVISION)

Case No: 00/3156

In the matter between:

DINERS CLUB (SA) (PTY) LIMITED Plaintiff

and

SINGH, ANIL ‘ First Defendant
SINGH, VANITHA Second Defendant

NOTICE OF MOTION

N

THU\QSQA\}
BE PLEASED TO TAKE NOTICE that application will be made on Feesday

the 26th day of September 2002, before His Lordship, Mr Justice Levisohn
sitting in the Pietermaritzburg High Court at 10h00 a.m. or so soon thereafter

/,
4

as Counsel may be heard for an order:

1. Dispensing with the normal time periods prescribed by the Rules and
entertaining the application as a matter of urgency.

2. Striking out the Defendants’ Notice in terms of Rule 36(6) dated 27"
August 2002 alternatively, declaring that such Notice is irregular
alternatively, declaring that Plaintiff is under no obligation to make
available the propérty, or fair samples thereof, referred to therein.
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3. Ordering the Defendants to pay the costs hereof on the scale as between
< attorney and own client, jointly and severally, the one paying the other to

be absolved.

4. Other or alternative relief. : %

The C\{:Fala\n { C(&\ /SOI\A 18 o\v\/\é_txu’ lr\QbeO n Sbwofi lf\‘m]'

Kindly place the matter on the RoII for hearing accordingly.

DATED AT (‘(’\L ON THIS THE (L’/ DAY OF SEPTEMBER 2002

- (Sgd.) A S. L. TURNER

BOWES & TURNER INC
Plaintiff's Attorneys

c/o GOODRICKES

28" Floor, 320 West Street
DURBAN

Tel: (031) 301-6211

Ref: Mr J A Allan

TO:

THE REGISTRAR
THE HIGH COURT |
PIETERMARITZBURG

AND TO:
J KISSOON SINGH INC
Defendant’s Attorneys
First Floor, International Plaza
128/132 Commercial Road
DURBAN
Ref: Ms Patel/sb/035944K01
~Received a copy|hereof this

RECEIVED COPY HEREOF day of September 2002
[+ 1 \‘

Date:t.’?.’.ﬁ\..'..‘?.. Time:...... D ......

Sia :’.f’ e @" ......................

- KSSJ SV’EUL"QX“ ATED For: Defendant’s Attorneys
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IN THE HIGH COURT OF SOUTH AFRICA
(DURBAN AND COAST LOCAL DIVISION)

Case No: 00/3156

In the matter between:

DINERS CLUB (SA) (PTY) LIMITED Plaintiff
and

SINGH, ANIL First Defendant
SINGH, VANITHA Second Defendant

AFFIDAVIT

[, the undersigned,

CRAIG BOND

do;hereby make oath and say:

1. 1.1 | am a director of the Plaintiff.

1.2 The facts herein contained are within my personal knowledge

save where otherwise stated or appears.

1.3 | am duly authorised hereto.



2.1

2.2

2.3

2.4
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On the 27" August 2002 the Defendants served a Notice in
terms of Rule 36(6) on the Plaintiff requiring that certain

property remain available for inspection and examination.

The Defendants threatened to serve such a notice at the

postponement of the matter on the 24™ June 2002 and were

told by Plaintiff's representatives that any such notice

seeking that Plaintiff make the computer systems in the

possession- and control of The Standard Bank of SA Ltd,
Diners Club International Ltd, its associated companies or
subsidiaries, or the Plaintiff available for inspection and

examination would be opposed.

Notwithstanding the knowledge that the Honourable Mr
Justice Levinsohn was taking sabbatical at the end of
September 2002, the Defendants only served such notice on
the 27" August 2002, more than two months after they had

indicated their intention to do so.

Nothing has occurred since then which could conceivably
have prevented the notice‘being delivered earlier. The
equipment listed by the Defendants, seems to have been
extracted from the various summaries and authenticating
affidavits filed on behalf of Plaintiff in relation to rebuttal

evidence, all of which have been before this Honourable

\is
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Court since February 2002.

2.5 Havingy regard to the fact that the trial is part-heard and that
evidence, both in relation to the merits as well as expert
evidence relating to the very property which the Defendants
want to have examined, has been adduced, it is highly
undesirable that another Judge decide whether the property

is subject to examination and, if so, to what extent.

The Plaintiff does not rely upon the state or condition of the items
listed by Defendants in their Rule 36(6) Notice but relies upon a
certificate given under the ha‘nd of Prospero whose position and
authority are admitted by Defendants. The certificate constitutes
prima facie proof of the indebtedness and the amounts due and

payable by t‘he Defendants in terms of clause 8.3 of the agreement

which is now also common cause.

Furthermore, the Defendants maintain the attitude that Plaintiff is not
entitled to lead any evidence in rebuttal. Until such time as the
Defendants withdraw from this stance, insofar as Plaintiff's evidence
is concerned, on their own contention; there is no issue concerning
the operation (as distinct from the state or condition) of the computer
systems. As Will be demonstrated later, the state and condition of the
computers, even on the Defendants’ own case, is not/in issue or

relevant to the outcome of this matter.

/
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The Defendants bear the onus of establishing that they are not
indebted to Plaintiff and, in this context, rely upon the testimony of
experts who they intend to call. These experts apparently are to give
evidence that insiders within the various organisations were more
likely to have accessed the PIN and that the computer systems would
not prevent same. The basis for such contention is that the
proprietary products used by various entities in the transaction chain
could be penetrated and the PIN and PAN extracted, not because the
computer systems have in any way malfunctioned, but by virtue of the
very inherent design of the propriétary products or by virtue of
mismanagement. Consequently, any of the proprietary products used
in the transaction chain can be sourced from the manufacturers or
distributors tHereof and subjected to whatever tests the Defendants’

experts deem appropriate.

The Defendants have filed expert summaries of the evidence of
Andérson, MK Bond and Clayton who intend to give evidence that

unauthorised persons could have accessed information from the

computer systems. However, nowhere do they contend in their

summaries, that the state or condition of the computer systems
themselves are relevant to any of the issues. The Defendants
predicate their contentions on the basis that the systems were
properly operational but that the proprietary products utilisef were r;ot

secure as a result of which individuals could access same.
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Alternatively, that there was negligent management in relation to such

systems. | will revert to this later.

Even if the Plaintiff elects to lead evidence in rebuttal the state or
condition of the actual computer systems will not be in issue. The
witness Gibson has identified and conceded that the various
computer print-outs and logs are what they are and, in terms of
clauses 8.1 and 8.2 of the agreement, upon presentation thereof the
First Defendant’s card is deemed to have been used. Fur’[hermore;
for the same reason as the Defendants do not challenge the state
and condjtion of the systems, the evidence which might be adduced
by Plaintiff relates only to whether such proprietary products are

secure and whether there has been any mismanagement thereof.

What is significant, however, is that, given the absence of reliance by
Plaintiff on the condition or state of the computer systems, the
Defendants are obliged to show that the computer systems are in the
Plaintiff's possession or under its control. This is manifestly not the
case. The computer systems are respectively in the pqssession and
control of The Standard Bank of SA Ltd and Diners Club International
Ltd, its associated companies and subsidiaries. The only computer
which Defendants seek access to which was in use by the Plaintiff is
the IBM 2620. This computer is not only irrelevant but, in any event,

is no longer used by it and it is no longer in posseséion thereof.

\
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| am advised that one of the purposes of Rule 36(6) is to preserve
evidence. The state and condition of the equipment presently in the
possession of The Standard Bank of SA Ltd and Diners Club
International Ltd, its subsidiaries or associated companies cannot be
relevant to the state and condition, even of the same equipment,
during the period February 1997 to the 6™ March 2000. There is no
allegation that the computer systems were defective and
consequently any of the proprietary products challenged by the
Defendants’ experts can be used to test their theories and they
certainly do not need the actual computer systems. Equally, even if
there was an allegation that the computer systems were defective
(which has not been made) those defects would have been manifest
at times during the period February 1997 to 6" March 2000 and to
subject the current computer systems to examination today will not

contribute to the outcome of this matter.

It is clear that the only purpose which the Defendants have in seeking
inspection and examination of the computer systems is to subject
same to certain tests in order to demonstrate, not that .;he equipment
was malfunctional, but that the generic equipment, which is available
on the market as proprietary products of such organisations as IBM,
can be penetrated so that an insider in one of the organisations in
possession or'control of such computer systems would be able to
:

ascertain both a PIN and its associated PAN and consequently

commit a fraud. This, | am advised, is not the purpose of Rule 36(6)




11.

7
as the Defendants do not need access to the current operating
computer systems in order to perform their tests but could perform
same on any such proprietary computer, as indeed Anderson and his
colleagu:es have done, in relation to cher computer prodUcts. It is
not a question of preserving any evidence but an attempt to obtain a
sample of the proprietary products in order to perform tests so as to
prove a theory yet unestablished by them. Any examination will
result in the serious disruption of The Standard Bank of SA Ltd's
entire banking and card operation as well as that of Diners Club
International Ltd’s card operations for the whole of Europe and other
countries which utilise the London Service Centre to verify and switch
their international transactions. Indeed, many of the items, if
subjected to examination, might be destroyed in the process. Most
importantly it will result in the disclosure of highly confidential
information proprietary to third parties as well as trade secrets
peculiar and business processes confidential to the owners of the

computer systems.

The notice is no more than an attempt by the Defendants to
embarrass the Plaintiff. They are well aware, and | believe that
Anderson has used the same tactics in other matters, that it will be
impossible for the Plaintiff to ensure that The Standard Bank of SA
Ltd or Diners Club International Ltd, its subsidial;ies and associated
companies make Eomputer systems évailable. Not only yvould this

disrupt the entire system which would result in local and in#ernational

T
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financial chaos but would also constitute a serious breach of the very
security which the computer systems are designed to protect.
Furthermore, the Defendants are in all probability aware or at least
ought to be aware that an order could compromise the Plaintiff's
contractual relationship with Diners Club International Ltd and with its
customers and that the same would hold true in relation to The
Standard Bank of SA Ltd and Diners Club International Ltd, its

subsidiaries or associated companies in relation to their customers.

12. Diners Club International Ltd and The Standard Bank of SA Ltd have
made it clear that they will under no circumstances allow their
computer systems to be compromised and, in the case of Diners Club

International Ltd, thereby its other franchisees and cardholders.
13. The intention of the Defendants is highlighted by the following:

13.1 it adduced the evidence of one Gibson whom it qualified as
an expert in computer technology. Mr Gibson did not take
issue with the state and condition of any of the computer
systems involved in the encryption process (Record p277,
lines 3-7). He does not suggest on the facts of the case that
the ATMs did not dispense the cash (Record p283, lines 8-
20) aﬁd agreed that in relation to the very transactions in
‘question, there had to be a coincidence of the card and PIN

(Record pp 283 line 25 to 284 line 23). He expressed the



13.2

9
view in his summary that there might well have been
dishonesty on behalf of staff members of the issuer Bank and
any other entity involved with the transactions but conceded
that this was restricted to the re-issue of PINs (Record p290,
lines 6-14). He conceded that he had no quarrel with the
operation of the ATMs or with the print-outs from such ATMs
(Record pp314 line 10 to 317, line 23) and furthermore in
relation to the operation of the computer systems, i.e. their
state and condition, he accepted the evidence of Ericksen
(Record p312, lines 11-14), Davidson (Record pp 312 line 22
to 313 line 21), Jardine (Record p 312, lines 1-10), Leckenby
(Record pp 317 line 24 to 318 line 25), Walker (Record p319
lines 15 to 320 line 17), Bird (Record p321, lines 20-22) and

Brett (Record p9320 lines 22 to 323 line 9).

The summaries filed on behalf of Anderson, MK Bond and
Clayton, are all directed, not at establishing that there was
anything wrong with the state or condition of the computer
systems, but that an employee of either Diners Club UK, The
Standard Bank of SA Ltd, TNS, Saswitch, Nedcor or LINK
could access the systems in order to decipher the encrypted
PINs and thereby commit fraud. (See Anderson’s summary
para 44, p26; para 47, p26; para 48, p28; para 49, p29; para
50, p29 and para 52, p30). Anderson even goes so far as to

suggest that it might be an employee of Telkom. (para 47,

[l
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p27/28).

13.3  ltis clear from the summary of the evidence to be given by
Anderson, M.K. Bond and Clayton that far from attacking the
operation of the particular computer systems in the
possession and control of The Standard Bank of SA Ltd and

"\ Diners Club International Ltd, in the sense that those

ngr systems were malfunctional, the approach adopted is that

the systems were indeed properly operational but that they
were not secure as a consequence, not of any inherent
defect in the particular computers in question, but generally
as a result of a deficiency in the design by the proprietary
manufacturers of such equipment or the mismanagement
thereof. The platform for the attack on the proprietary
products is laboratory tests performed by them in relation to
other computer systems/products and which they believe
would be successful in relation to the proprietary prbducts
utilised by The Standard Bank of SA Ltd and Diners Club

International Ltd, its subsidiaries or associated companies.

The changes to the computer systems employed by The Standard
Bank of SA Ltd, which | refer to hereinafter, have largely taken place
as a result of the desirability of avoiding multiple platforms and
standardising the systems onto a single platform. It is also as a result

of routine changes to keep pace with increasing volumes,

I
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16.

improvements, upgrades and ongoing business requirements.

I'turn now to deal with the Defendants’ Notice in terms of Rule 36(6).

Ad Paragraph 1 - IBM 2620 Cryptographic Processor

16.1

16.2

16.3

16.4

Reference to this equipment is made in paragraphs 32 to 34,
page 11 of the summary of Bonfrer. It is criticised by
Anderson in paragraph 22, page 14 on the basis that “as
another examplé, in section 34 Bonfrer claims that CVVs
cannot be deciphered, ‘save and except within a
cryptographic engine having the identical keys’. In fact,
CVVs have been computed using one way encryption cannot

be deciphered at all.”

There is, in fact, therefore no criticism of any relevance
attached to the cryptographic processor used at the time by

the Plaintiff.

The Plaintiff is no longer in possession of the IBM 2620

having ceased operating same in November 2001.

The IBM 2620 cryptographic processor is a proprietary

product and, | assume, still available from IBM. No grounds

whatsoever are advanced for the Defendants ﬁequiring



access to the actual processor used by the Plaintiff.

17. Ad Paragraph 2 - IBM PCF Cryptographic Software used by The

Standard Bank of SA Ltd

17.1

17.2

17.3

In the expert summary of the witness Eriksen, in paragraph
5.2, reference is made to the fact that in 1993 The Standard

Bank of SA Ltd was making use of software Crypto (PCF)

‘and that later it implemented hardware Crypto (4753). “PCF”

was only used until the year 2000 for the generation of the
PINs for Plaintiff which was recorded on the tape in an
encrypted form and is no longer utilised by The Standard

Bank of SA Ltd.

The PCF software was used in 1997 for the generation of the
Defendants’ PINs, that is, at the time of the issue of the
Diners Club cards to them, but was not used in the issue of

the PINs to the Defendants in February 2000.

The criticism levelled by Anderson is that the use of the PCF
software falls “seriously short of industry standards.” He
again establishes no basis whatsoever for any contention
that thé software as used by The Standard Bank of SA Ltd‘

was not operating properly or was operating differently from

any of the other PCF software sold by IBM in the market

Al
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place.

Not only does The Standard Bank of SA Ltd no longer have
the “PCF” but there is, in any event, no foundation for
suggesting that the state or condition of the actual software
used by The Standard Bank of SA Ltd is in any way relevant
to the outcome of these proceedings. Indeed, the only attack
is predicated on the basis that the IBM software is not state
of the art which certainly does not require the actual software
used by The Standard Bank of SA Ltd to establish this, even

if it still existed.

18. Ad Paragraph 3 - The IBM 4753 Cryptographic Processor used by

The Standard Bank of SA Ltd

18.1

18.2

In paragraphs 5.3 and 5.7 of the expert summary of Eriksen,
reference is made to the IBM 4753 Cryptographic Processor.
In paragraph 7 of the expert witness summary of Davidson,
reference is similarly made thereto. The IBM 4753 or “black

box”is a tamper resistant cryptographic engine.

Anderson, in paragraph 22 page 14, “doubts whether the
IBM 4753 has motion or light sensors and states that it is
| .

designed for use in PCs.” In paragraph 23 of Anderson’s

expert summary it is stated “Dr Anderson’s team has
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18.4

-

14

. discovered a number of attacks on the VISA Security Module

(VSM) the precursor to the RG7000 product, and the IBM
4758, the successor to the 4753.” In paragraph 34 of his
summary (page 22) it is stated that Anderson will disagree
with the opinion given by Eriksen that the IBM 4753 is a
secure and tamper resistant environment. In paragraph 37 of
his summary he takes issue with the opinion of Davidson as
follows: “one would expect that when upgrading from a less
secure system (mainframe software) to a more securé
system (the IBM 4753) the opportunity would have been
taken to have renewed the zone key, against the eventuality
that it was known to one or more of the Bank’s programming
staff. If this was not done, it suggests further departure from

good practise”.

The summary of the opinion of MK Bond states inter alia that
« .. at least one of the attacks he discovered bn the IBM 4758
will also work on the IBM 4753, which was its predecessor
and with which it shared much of CCA software in which the

vulnerabilities were found.”

A similar view is expressed in the summary of the opinion of

Clayton. The following is stated:
|

|
i

“9, Clayton is of the opinion that the attacks on the 1BM

I
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18.6

L3

15

4758 which Bond discovered and which he
implemented can also be implemented against the
IBM 4753, as those exploit design errors in the CCA
softwére used by both types of equipment, rather

than flaws in their individual hardware.

10. Whether or not the specific attack implemented

against the 4758 in fact will work on the 4753, there
is common vulnerability of the two devices in that
they do not have a trusted interface to the outside
world but instead are totally reliant on the integrity of
the PC or similar machine in which they are

installed.”

Again it is clear that the attack is not directed against the fact
that the very computers operated by The Standard Bank of
SA Ltd were not operating correctly but that the proprietary
product sold by IBM is not tamper-proof or that there has
been mis-management of the system. In fact, the witnesses
appear to express firm opinions which are not dependant on
the IBM 4753 being available for their inspection or

examination.

| - .
The IBM. 4753 HSM (Hardware Security Module) is an

access control container fitted with tamper-resistant sensors

I
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18.8

18.9

-
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and external physical keys together with smart card access

control requirements.

Anderson, MK Bond and Clayton have mistaken the IBM
4753 for the IBM 4755. The latter is a cryptographic adaptor
card which performs all the encryption functions. The IBM
4753, which provides the tamper-resistant protection to the
IBM 4755, is a unit measuring 40x25x40 centimetres and is

so heavy that it requires two people to pick it up.

The IBM 4758 is not the successor to the IBM 4753. The

IBM 4758 is the successor to the IBM 4755.

The Defendants' expert witnesses’ confusion is very
important. In order for them to mount an attack on the IBM
4755 as was done by MK Bond on the IBM 4758, they would
first have to break through, inter alia, the IBM 4753. In order
to allow them to inspect and examine the IBM 4753 and
4755, presently used by the Bank, they would have to be
taken out of their operational environment and outside of

other access control mechanisms employed by the Bank, all

“the live keys would have to be removed and during the attack

the IBM 4753 and 4755 could be destroyed so that they

could no longer be used.

14
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18.10

18.11

L
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The IBM 4753 and 4755 are proprietary products of IBM and

the state and condition of the units in the possession and

control of The Standard Bank of SA Ltd, currently in

operation, have no relevance whatsoever to the outcome of

the matter.

The IBM 4753 and 4755 are at the heart of the Bank's

encryption system and one need not emphasise what the

effect would be of having same removed from operation for a -

protracted period of time.

Ad Paragraph 4 — The Equipment used at the Standard Bank Auto E

Centre

19.1

19.2

The equipment used at the Auto E Centre is dealt with in the
summary of the expert evidence of Jardine in paragraphs

8.1,8.2,8.3,8.4 and 9.3.

It is common cause that the Defendants received their PINs
on the 16™ February 2000. First Defendant has produced as
an exhibit (Exhibit J) at the hearing the envelope which was
issued to him consequent upon that process. It has been
conceded in the evidence of Defendants’ witness Naidoo,
that the envelope is in proper form (Record p248) thﬁs

indicating that the process had been properly concluded.

i
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19.3

19.4

Anderson disagrees with the opinion expressed by Jardine
that The Standard Bank of SA Ltd’'s PIN systems could not
have been compromised because of the operating system
controls and the fact that the PIN printer is connected to the
mainframe by a leased line. In fact, so he contends, these
submissions show that The Standard Bank of SA Ltd practice
fell far short of international standards for ATM network

security. (Para 32, p20).

There is no suggestion by Anderson or any of the other
experts to be called by the Defendants that the machines
were not functioning properly.  Again, the Convergent
Technology Operations system (“CTOS"), a product of
UNISYS, the leased and dedicated line, the UNISYS spooler
module of “CTOS”, the Epson printer and the network
termination unit are all proprietary products and there is no
need to have access to the system used by The Standard
Bank of SA Ltd in 2000 for Anderson or his. associates to
attempt to establish their theory. The state or condition of
the equipment used at the Auto E Centre by The Standard
Bank of SA Ltd more than two years ago is of no significance

as the criticism is premised on the basis that, if that was the

equipment which was installed and utilised, it was simply, as '

a matter of fact, not secure.



19.5

19.6

During July 2002 the Chatsworth Auto E Centre was

reconfigured to the Banks' BDS system operating on IBM OS

2. software. The use of the Microswap system operating on

UNISYS “CTOS" software was discontinued.

Even if the previous Microswap operating configuration had
been available, anybody having access to it would have
been able to obtain confidential information relating to the
customers of The Standard Bank of SA Ltd. In order to enter
the system Anderson would have had to have been given a
log-on identity to accegs same. The Bank's Group
Reference Guide would thereby have been readily available
to him and he would thereafter have been able to access
highly confidential information relating to the Bank'’s

customers.

20. Ad Paragraph 5 — The Host Computer of The Standard Bank of SA

Ltd

20.1

| assume reference is made here to the mainframe computer
utilised by The Standard Bank of SA Ltd. In Eriksen’s expert
witness' statement reference is made to encrypted
information being passed between the mainfréme and the

IBM 4753. In paragraph 4.1 of the expert testimony of
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Davidson he deals with the generation of the tape that was

created in 1997, which generated the PINs in issue.

20.2 The méinframe computer itself, however, is not the same
now as it was from 1997 to the 16" February 2000 insofar as
new operating systems and hardware upgrades, have been
implemented. It is accordingly pointless to inspect and

examine it.

20.3  During the period from March 1995 to the present, The
Standard Bank of SA Ltd has operated on seven different
IBM mainframe computer systems. From March 1895 to
November 1998 it was an IBM ES 9000/982, from August
1999 to October 2001 it was an IBM 9672/Y76 and from July

2002 to the present it is an IBM 2064/IC6.

20.4  ‘There is no suggestion in Anderson’s expert summary or any
of the other expert summaries that there was any malfunction
of the Bank's mainframe computer. Davidson's summary is
dealt with in paragraph 37 of Anderson’s summary. Again it
is not a question of the state and condition of the actual
mainframe being utilised by The Standard Bank of SA Ltd but
whether the mainframe as a proprietary product of IBM,

within its operational environment, per se, is secure.

WP
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22.
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20.5 | deal hereinafter with the consequences of allowiﬁg any third

party to have unrestricted access to the mainframe.

Ad Paragraph 6 — Other Computer Systems

At the time of the transactions in question, namely 4" and 5" March
2000, the Plaintiff did not itself utilise a computer system to process
the authorisation of cash withdrawal transactions overseas. It
received reports that the transactions‘had taken place and had been
authorised from the Diners Club International Service Centre in

Farnborough.

Ad Paragraph 7 - The Racal RG Series Cryptographic Progessors

22.1 The Diners Club International Service Centre in Farnborough
is not the Plaintiff's “service centre” and Plaintiff has no
control over any of the equipment at such service centre.
‘The service centre, to the best of the Plaintiff's knowledge, is
a division and trading style of Citibank International plc, an

associated company to Diners Club International Ltd.

22.2  Whilst the request is only directed to equipmd;znt in the
: i

possession and control of the Diners Club lntFrnational

| ,

Service Centre, |, nevertheless, deal with' all Racals in the

transaction chain as the request in paragraph 8 appears to

73
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comprehend all Racals:

22.21

22.2.2

22.2.3

22.2.4

In Leckenby's expert summary it is recorded that
LINK uses a Racél RG 7100 for the purpose of

its encryption services (para 30.3, p8).

In the expert summary of Walker it is recorded

that CAFES uses a Racal RG 7000 Series

Hardware Security Module for the purposes of

decryption and re-encryption of the PIN block.

In the expert summary of Bird it is recorded that
RELAY uses a Racal RG 7000 series which
communicates via a synchronised protocol to its

host computer.

Paragraph 23 of Anderson's expert summary
records “Dr Anderson’s team has discovered a
number of attacks on the VISA Security Module
(VSM), the precursor to the RG 7000 product ...”
and in paragraph 42 the summary records a
criticism of Leckenby, inter alia, on the basis that
“there is a further problem in that Leckenby rests
his opinion on é‘he tamper-resistance of the Racaf

RG 7100 hardware security module, a claim



22.2.5

22.2.6

23

which Anderson doubts given the successful
attacks on its predecessor the VISA Security

Module.”

MK Bond expressed the view that vulnerabilities
may be found in the RG7000 and RG7100
hardware security modules used by LINK and
“Diners UK”, as these are successor products to
the VISA security module in which multiple
vulnerabilities have already been found. He
understands that one of the reported
vulnerabilities has been remedied in later
modules of the Racal product, and so the
security of the RG7000 and 7100 devices may
depend not just on whether the other
vulnerabilities were also remedied, but on the
version of the software in use at the relevant

time.

Again, it is clear that it is not the state or
condition of the Racal RG 7100 or RG 7000 in
the actual possession of Diners Club
International Service Centfe or LINK, and
presently in use by them, that has any

significance as the attack, again, is predicated on
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22.2.8

-

24

the basis that the proprietary product was

inadequate, not that the particular Racal
Cryptographic Processors utilised in
communicating the particular transactioné were
in any way malfunctional or could themselves

contribute to any of the issues in the matter.

The Racal units are also proprietary products
available to the Defendants and they do not need
those actually used in the transaction chain, if
they are still the same, in order to test the
theories postulated. | have no knowledge as to
whether the actual computer systems presently
used by Diners Club international Service Centre
or LINK are the same as were in operation in

March 2000.

The Racals are at the heart of the encryption
process and, | believe, an inspection or
examination thereof would have extremely
serious consequences in relation to the operation
of the switch and authorisation systems and the
systems' security impacting on all transactions

passing through them.

db
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Ad Paragraph 8 - The Host Computer Systems which m#ke use of

the Racal RG Series Cryptographic Processors or are used to

process authorisations of the transactions processed by them.

23.1 No issue is taken by Anderson or any of the other experts in
the summaries filed on behalf of the Defendants ini relation to
the host computer systems in the possession and control of
Diners Club International Service Centre or LINK. Again,
there is no suggestion whatsoever that the computers utilised
malfunctioned or that a malfunction caused the transactions

to take place or be wrongly debited to the First Defendant.

23.2 An inspection and examination of the host computer
Isystems, presently in operation, even if they are the same,
which | doubt, merely because of the volatile rate of change
in the computer industry, will not contribute at all therefore to

the outcome of the trial. In any event, should Anderson or

any of the other expérts wish to test such host computer -

systems, they are proprietary products which are available in
the market and they certainly do not require ithe actual
compufers which were operational at the time of the
transactions, if such computers are presently the same as
were oberative at the time of the transactions, and which do

not fall under the control of the Plaintiff.

\P
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If reference is had to the affidavits filed on behalﬁic of LINK,

TNS and Diners Club International Service Centre:

23.3.1 LINK has a Tandem non-stop system running a

Guardian operating system - with a Connex

Advantage application and an Oracle data-base

system which operates on a Compaq Server.

23.3.2 TNS has a Stratus XA2260 running ON2 version

2 application and a Postilion host running

SQL7.00.84 and NT4 operating service pack 6

system.

23.3.3 Diners Club International Service Cehtre had a

Stratus Polo 428 server running HP Unix and a

Stratus XA120 which was only used until January

2001.

The PIN in encrypted form only travels through CAFES and

RELAY in relation to the system operated by Diners Club

International Service Centre as emerges from the summaries

filed on behalf of Bird and Walker. Consequently it is difficult

to imagine what conceivable purpose would be had in having

an inspection or examination of CHAMPS, EiRIDGE or

INTERCHANGE, especially having regard to thé; dates on
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which the transactions took place. This again demonstrates

| the intention of the Defendants is to embarrass the Plaintiff.

All the systems havé been developed by Diners Club
International Ltd, its subsidiaries and associated companies
and are peculiar to them. The systems are guarded and
protected trade secrets. Any access thereto could have
extremely serious consequences in relation to inter alia
security, accounting and the operation of Diners Club
International per se and impact on the entire operation of the

international franchise. Even in preparation for the hearing,

"the Plaintiffs legal representatives were only given the

information that is recorded in the expert summaries; all
other information was refused for the reason that the security
of the system and its operation could be compromised by
any disclosure thereof. The Plaintiff has never, and will

never, be given access thereto.

Ad Paragraph 9 - The Building Entry Control Systems, the

Attendance Sheets, Sign-in Books or Access Control Logs, that

record which staff had access to the aforegoing cryptographic

facilities and had computers at the relevant times.

241

The request is extremely vague. There is no reference in

any of the expert summaries filed on behalf of any of the
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parties in this matter to any building entry control systems,
attendance sheets, sign-in books or access control logs. ltis
again not clear from the request whether reference is made
only to access and entry to the building where the
cryptographic facilities and host computers are housed or to
the very facilities themselves. The manner of request,
however, would suggest the former which by any stretch of
the imagination cannot be relevant to the issues involved in

this matter.

Reference is made in the expert summary of Pretorius to the
system that facilitates the de-centralisation of the
administration of logical access control.  This system
interfaces with the software “Top Secret” which has been in
existence for approximately twenty years. The function 6f
“Top Secret” is to control logical access to The Standard

Bank of SA Ltd's electronic information.

No issue is taken by Anderson with the state or condition of
“Top Secret’. His views are summarised as follows: “he
does not believe that the absence of a ‘Top Secret’ record is
sufficient to prove that there has been no unauthorised
acceés to a mainframe application such as PIN generation.
He does not believe that the evidence referred to provés that

only the Defendants ever received the PIN. It is quite
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possible, for example, he contends, that it was (eaked by

careless or dishonest employees at Diners UK; ....

Again the operation of “Top Secret” or its malfunction is not

in issue. It is software which is proprietary to bomputer

Associates Inc. and which can be purchased in the %arket by
\

the Defendants. They do not need the software pﬁesently in

the possession of the Bank.

The software “Top Secret”, as presently installed by The
Standard Bank of SA Ltd, is edition 5.2 which is noﬂ the same
edition which was operative between 1993 and March 2000.
Consequently an inspection and examination of the present

system would be irrelevant.

A software package “SOBR’ has been developed by The
Standard Bank of SA Ltd to interface with “Top Secret”.
Again, no point is made that the software was malfunctional
or that its state or condition is relevant to any of the issues in

this matter.

If Defendants were allowed to inspect and examine “Top

Secret” and “SOBR” whilst in operation they would thereby
|

obtain information of a proprietéry, compekitive and

confidential nature. In fact some of the mosti important

3
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| security aspects of the Bank would be compromised.

Save as hereinbefore stated, all the equipment which the Defendants

require access to contain live keys. All the equipment is presently in

use and forms an integral part of The Standard Bank of SA Ltd’s and

Diners Club International Ltd's global operations. The Defendants

seem to suggest that these institutions have spare units or samples

freely available and capable of being tested simply using

manufacturer's default keys or other test keys. This is not the case.

26.1

The level of procedural control in The Standard Bank of SA
Ltd is sophisticated and designed to prevent unauthorised
access to the computer system. It would be a serious breach

of the security of the Bank if access was given which would

allow the Defendants’ experts to test the equipment, which is -

all operational, in the same fashion as Anderson and his
colleagues attacked the IBM 4758. There is in this regard a
substantial difference. The attacks on the IBM 4758 were
conducted in a laboratory environment which was not
protected by any other security or access control systems
which is not the case whilst the computer systems are
operational. For example, the IBM 4758 can be incorporated
ina F’C whereas the IBM 4753 is an HSM which protects the
IBM 4755. In order ti!D access the IBM 4755 the Defendants’

experts would not only have to gain access to the IBM 4753
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but would have to penetrate same at the risk of damaging or

destroying it.

No single individual or group of people whether consultants
or employees of The Standard Bank of SA Ltd are allowed to
have end to end control of any computer process. For the
Defendants’ experts to examine the computer systems they
would have to be allowed to have complete end to end
access and control. This would constitute a fundamental and

very serious breach of security resulting in the whole of the

‘security system of the Bank having to be reconfigured,

redesigned and re-established. The procedure would be
completely contrary to the Code of Good Banking Practice
generally and will probably result in a serious breach of the
Bank's license. In essence it would amount to taking all the
control away thereby jeopardising the existence of the Bank,
the rights of its customers and would detrimentally affect the

entire banking industry.

Similar security systems are installed by Diners Club
International Ltd, its subsidiaries and associated companies
although | do not have the details thereof.

In addition,;by accessing the mainframe computer, or any

system or computer which is capable of accessing
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information on the mainframe, a great deal of confidential

information can be accessed and The Standard Bank of SA
Ltd will be in breach of its obligations to its customers to

protect same.

In the event of the examination of the computer systems
resulting in the systems being taken out of operation,
contaminated or otherwise damaged the consequences
would be extremely harmful to The Standard Bank of SA Ltd
and could impact on, amongst other things, its branch
systems and networks, accounting systems, on-line systems,
internal controls, internet banking, telephone banking and
ATM transactions. Considerable business could be lost.
Forex transabtions could not be processed and payments
between it and other banks might not be settled. This in itself
could involve billions of Rands. The customers of The
Standard Bank of SA Ltd and all other banks or persons
using or wanting to use the Bank's facilities could be
affected, for example, in making withdrawals, accounting,

ATM transactions and general services.

Not even the Plaintiff has access to the computer systems
controlled by and in the possession of The Standard Bank of
SA Ltd or Diners Club International Ltd, its subsidiaries and

associated companies.

3
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26.7 The Standard Bank of SA Ltd and Diners Club International
Ltd have refused to allow any third party to access its
computer systems and there is no basis on which the Plaintiff
is able to compel them to allow the Defendants to have

access to same.

Even if the Defendants were to contend in the future that they do
intend challenging the state or condition of any of the items
aforementioned it is, again, of little import to the outcome of this trial
insofar as more than two years has elapsed since the issue of the
PINs to the Defendants and the transactions in question and more
than five years have passed since the PINs were generated. There is
little relevance in testing computer systems which are in operation
now to attempt to establish that they were not operating properly all
that time ago. The request therefore to have access to the computer
systems in the possession and control of The Standard Bank of SA
Ltd, Diners Club International Service Centre, TNS and LINK can
contribute nothing to the outcome of the hearing. The mere request,
however, substantiates the Plaintiff's contention that the sole purpose
of the examination is to gain access to proprietary products in order
to demonstrate that such proprietary products may be open to attack.

That, | am advised, is not the purpose of Rule 36(6). This is

especially so when these proprietary products are available in the

market. Anderson, MK Bond and Clayton, as would appear from their
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summaries, previously had access to various proprietary products in

order to sustain their theories.

Another startling feature of the application which demonstrates that

the Notice is no more than an attempt, in terrorem, to force Plaintiff

not to proceed with the matter or to have it non-suited is the} following:

28.1

28.2

28.3

284

The summary filed on behalf of Anderson postulates that the
most likely explanation for the events in issue was fraud
committed by one of the staff employed by “Dinersin the uKk”
or, in decreasing probability, the staff of The Standard Bank
of SA Ltd, TNS, Saswitch, Nedcor and Link (Anderson’s

summary para 44, p26).

Anderson does not explain on what basis he has developed

this line of probability.

Other than at the time of the generation of the PIN in 1997,
the only time that the PIN and PAN details associated with
the First Defendant's card passed through the system in

London was when the first transaction on the 4™ March 2000

occurred.

Anderson does not identify the “Diners in the UK” to which he

refers. There were two institutions, associated Mith “Diners
|
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Club”, in the United Kingdom, namely Diners Club UK Ltd
and Diners Club International Service Centre, the status of
which | have referred to previously, through which the
transactions would have passed. It is entirely illogical for him
to suggest that employees of Diners Club International
Service Centre, TNS, or LINK could have in any way been
guilty of fraud as their sole access, even on Anderson’s
version, could only have occurred after the first transaction
on the 4™ March 2000. Save as | have said previously, there
was no opportunity, on any version, for those employees to
have accessed the PIN and PAN details prior thereto and
accordingly, not even by dint of the remotest imagination,
could any of those employees have been guilty of the alleged

fraud.

Diners Club UK Ltd was, at the time of the transactions, only
in control of CAFES and similarly could not have accessed
the information prior to the transactions occurring and, as
such, no employee of theirs could be guilty of the fraud for

the same reason.

The tape which was generated in 1997 recording in
encrypted form the First Defendant’s PIN together with all the
PINs generated in relation to the other customers who had

their cards issued to them at or about the same time, only

Uis
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passes through Diners Club International Service Centre in

Farnborough for onward transmission. The PINs are not

stored in the United Kingdom at ali. | refer to the expert:

summary of Bonfrer who describes the process by which the

PINs are generated (para 40-51 and 67).

28.7  Neither LINK nor TNS are involved in this proce#s. Yet, the
' Defendants’ Notice in terms of Rule 36(6) sugg‘ests that all
the computer systems in possession of all the entities in the

UK are required to be made available to them.

The opinions therefore expressed by Anderson, MK Bond and
Clayton are consequently arbitrary and demonstrate that they simply
have not applied their minds to the facts of the matter and to the
probabilities. - Furthermore, these experts apparently were not willing
to come to South Africa to give evidence. Accordingly it would seem
that some unidentified person will conduct the inspection and
examihation and that latter person or persons is not going to be
called as an expert at the hearing of the matter. Not only does this
highlight the inherent dangers involved in the insbection but

establishes that any report generated as a result thereof would be of

no relevance whatsoever or there would be no intention by

Defendants of adducing any evidence in relation thereto.

Another feature of the evidence that the Defendants inhend to lead
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and in respect of which they have pleaded no foundation, is that the
Plaintiff is, on their version, vicariously liable for the fraud of
employees of “Diners Club in the UK", The Standard Bank of SA Ltd,
LINK or TNS. | afn advised that there is no basis for such contention
in law and that, for this reason too, an examination of the computer

systems operated and controlled by these organisations is irrelevant.

It is, however, clear from the aforegoing analysis that the Plaintiff
does not rely upon the state and condition of the various computer
systems. It is in fact common cause that the various computer
systems which operated at the relevant times were properly
operational. It is the Defendants who bear the onus and who rely on
the fact that the proprietary products used in the various computer
systems are susceptible to attack. If the Defendants were able to
discharge that onus only then would the Plaintiff be required to lead
evidence in rebuttal. Even if that evidence in rebuttal was led, the
state and condition of the computer systems would still not be in

issue.

On the 6" September 2002 Plaintiffs attorneys wrote to- the
Defendants' attorneys demanding that the notice be withdrawn and
furthermore that they provide details, in any event, of the examination
to which they require the computer systems to be subjected. The
Defendants were warned that a failure to relspond to the invitation

would be regarded as confirmation of their mala fides and that this

oy
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Honourable Court would be asked to draw an inference tlherefrom. |

annex hereto marked CB1 a copy of such letter. The Defendants

have not responded thereto.

| refer to the affidavit of Grant Kennedy annexed hereto marked CB2
in support of the averments herein contained insofar as they relate to

The Standard Bank of SA Ltd.

| am advised that it will be argued at the hearing hereof that the
Notice i‘n terms of Rule 36(6) constitutes an abuse of the Rules of this
Honourable Court and that an order for attorney and own client costs
will be sought against the Defendants. The agreement already
provides for the payment of attorney and own client cpsts. (Clause
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CRAIGBOND '\

SIGNED at JOHANNESBURG on this the v day of SEPTEMBER 2002,
the Deponent having acknowledged that:

1.

he knows and understands the contents of this Affidavit;

2. he has no objection to taking the prescribed oath;

3. he considers the oath to be binding on his conscience and has uttered
the words "I swear that the contents of this Affidavit are true, so help
me God" ‘

before me
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P O BOX (11898
CRAICHALL PARK 2024
7 MONTROSE AVENUE )
CRAIGHALL PARK FACSIMILE: (011) 787-2541
JOHANNESBURG TELEPHONE (011) 787-2501

DOCEX 350, JOHANNESBURG
E-MAIL:bowesturner€ibt.co.2a

J Kissoon Singh Inc

Docex 81 CONFIRMATICN
DURBAN OF TELEFAX
YOUR REF:
Ms Patel/sb
PER DOCEX 03S5944K0"
OUR REF:
PER TELEFAX NO: (031) 306-0778 AST/ec/DI251¢
No. of pages incl this page : 2 DATE:
6 September 200z
RS
Dear Sirs w

DINERS CLUB SA (PTY)LTD /MR A AND MRS V SINGH : CASE NO. 2000/3156

We are in receipt of your Notice in terms of Rule 36 (6) dated 27™ August 2002.

The state or condition of the items listed in such Notice are not relied upon by our client in
this action and furthermore such property is not in our client's control and possession. In
our view the Notice has been served in terrorern and we demand that you withdraw same

by no later than 5 p.m. on 9 September 2002.

We are aware that Levinsohn J is about to take sabbatical and we believe that, unless you
adhere to our demand, the matter should be heard by him prior to him taking leave. Shoulc
you not, therefor«ia, withdraw the Notice, we intend bringing an urgent Application before
him to set same aside. We confirm that our Senior Counsel has spoken to Adv A. Kissoor

Singh SC and has agreed that, obviously, in the event of your not withdrawing the Notice

ANDREW S.L. TURNER B.A. LL.B. (WITWATERSRAND)

ASSISTED BY TRACEY H.LOMAX B.A. LL.B, (WITWATERSRAND)
Rog. No. 99/1798321
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we will make contact with Levinsohn J and, if needs be, so will our Senior Counsel in order

to attempt to facilitate that the Application is heard this month by him on a suitable date.

We invite you, however, and should you not adhere to this demand, to specify the nature

of the examination to which each of the items listed in your Notice are required to be

subjected. This i'hvitation, however. should not be construed as in any way derogating

from our attitude to the Notice as previously stated. In order, however, for us to assess

your request we urge you to provide full details of the examination in relation to each item.

Should you fail to provide full and dletailed particulars of the examination you intend,

having regard to the nature of the ecl|uipment and of the software which you require to

examine, we shall ask the Court at the

your clients are mala fide in requesting

Yours faithfull
BOWES & nc

hearing of the Application to draw an inference that

same.

A S TURNER
% COMFIRMATIOH REFORT ##®
IDENTIFICATION ¢ 6313860778
DATE AND TINE : SEP 6 09:25
DURATION g1’ 30"
nobE | 63
PAGE : 82 QC)
- RESULT : 0.X. » }
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| ANNEXURE "CB2"

IN THE HIGH COURT OF SOUTH AFRICA

(DURBAN AND COAST LOCAL DIVISION)
CASE NUMBER: 2000/3156

In the matter between:

DINERS CLUB SA (PTY) LIMITED Plaintiff
and

SINGH, ANIL First Defendant
SINGH, VANITHA Second Defendant

CONFIRMATORY AFFIDAVIT

I, the undersigned,

GRANT KENNEDY

do hereby make oath and say :

1 | am the Director, Group Operations Processing of The Standard Bank of South
Africa Limited and in this capacity | receive and have access to reports and

information from the various technical, operational and security functions within the

Q@\ Wb e
VL

Bank.
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2 The facts herein contained are, unless otherwise stated, within my personal
knowledge and are true and correct.

3 | have read the Affidavit of Craig Bond to which my Confirmatory Affidavit will be

annexed as Annexure "CB2", and | confirm the averments recorded in Craig Bond's

Affidavit insofar as they refer and relate to They Standard Bank of South Africa

Limited.
DEPONENT &
SIGNED at _—" /»7 on this the , 2 day of SEPTEMBER 2002, the
Deponent having acknowledged that :
1 he knows and understands the contents of this Affidavit;
2 he has no objection to taking the prescribed oath;
3 he considers the oath to be binding on his conscience and has ultered the words "I

swear that the contents of this Affidavit are true, so help me God”

before me.
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